wanON-SITE

Protect Your Business and Your Applicants:
5 Tips for Leasing Office Data Security

Georgina Bockel, Sales Consultant at RentGrow, Inc.

Withidentity theftand data breach-
es becoming more commonplace in
today’s high-tech world, information
security is an increasingly important
responsibility for businesses.

As a large data provider to the
multifamily industry, RentGrow is
in-tune with regulations surround-
ing data security and would like to
offer some helpful tips to ensure that

your business is doing what it can to
maintain a secure environment, and
comply with the Fair Credit Report-
ing Act (FCRA) and the Fair and Ac-
curate Credit Transactions (FACT)
Act.

The FACT Act of 2003 provides
guidelines for storage and disposal
of consumer information such as
credit reports. It is important that
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property management companies, in
conjunction with their legal counsel,
determine data security best prac-
tices that are in compliance with the
FACT Act.

5 Tips for Leasing Office Data
Security

Review the following tips to learn
about best practices for data security
and to ensure that you have systems
in place to protect your applicants’
privacy.

1. Maximize Desktop Security

Limit electronic access to private
applicant information to only those
employees who need information
to fulfill their job requirements. It is
recommended to protect computer
access for each authorized employee
with a unique password of appro-
priate strength and complexity (not
“123456” or “passwordl”). Intelli-
gent passwords are crucial because
simple and easy to guess passwords
are still a common way for hackers
to access sensitive information [1].
Update passwords every 90 days
and set automatic logouts so that the
computer will lock after a set time of

inactivity. Be sure to document all
employees with access and what sys-
tems they have access to.

2. Raise Awareness of
Laptop Security

Laptop security is a critical part of
data security due diligence. Human
error, such as lost or stolen laptops,
is the largest single cause of data se-
curity breaches and accounts for over
35% of reported incidents, according
to the Identity Theft Resource Center
of San Diego [2]. Aside from follow-
ing electronic security protocol, it is
wise to educate your staff about the
risks of theft outside your secure of-
fice environment. Make your em-
ployees aware of responsible laptop
transport and handling protocol to
minimize risk.

3. Protocol for Staff Changes
In the event of a staff change, it
is imperative for companies to have
procedures in place to immediately
terminate access to applicant data
for former employees. In a massive
security breach at a large data com-
pany in 2005, one way thieves stole
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personal information was by using
log-in names assigned to former em-
ployees [3]. To protect against theft,
assign an individual to be responsi-
ble for terminating access. Upon re-
view of documented checklists of all
access granted to former employees,
the responsible individual must im-
mediately deactivate and terminate
all access privileges, in all systems.

4. Securely Store Hard
Copies

Although data storage is clearly
trending toward paperless, many
companies still store applicant infor-
mation as a hard copy. If so, be sure
to store these paper files securely.
Lock all file cabinets and offices stor-
ing private applicant data to protect
against internal or external theft.
Document and restrict access to
these storage spaces to employees
with permissible purpose.

5. Properly Dispose of Un-
necessary Electronic Files
and Documents

Businesses must strike a balance
between legal requirements for stor-
ing data and data security due dili-
gence regarding disposal of sensitive
applicant information.

Once storage requirements are
met, it is best to immediately destroy
all unneeded documents contain-
ing personal information to a point
where the information cannot be re-
constructed or reused in any way.

Conclusion

Today, it’s more important than ever to
make sure your business complies with the
FACT Act to successfully defend against
litigation from applicants, a damaged rep-
utation, and associated financial penalties.
Be sure your company is complying with
data security regulations and conducting
due diligence for the good of your clients,
your business and the public.

This article is meant to provide educa-
tion and information on this topic, and
should not be construed as official legal ad-
vice. All property management companies
should consult with their legal counsel re-
garding their organization’s data security
policies.

Georgina Bockel is the local sales con-
sultant of RentGrow, Inc., the resident
screening experts (www.rentgrow.com).
She can be reached at bockelg@rentgrow.
com or call (800)736-8476.
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Set policies and acceptance
criteria in advance.

When screening applicants, policies
and standards must relate to tenant
quality and stability and the type of
rental arrangements to be made. These
policies and standards should be a real-
istic minimum that you are willing to
accept in a long-term tenant. They
must be written and distributed to all
applicants. Tenant selection policies
should not be shortchanged by habit,
conventional understanding or bra-
vado. Seek capable assistance.
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oldest, national resident screening com-
pany. Today NTN serves subscribers
nation-wide from 30 regional offices. Every
member of our team is focused on a single
goal: to help property owners and manag-
ers make the best leasing decisions possi-
ble — time after time and without fail. We
work in partnership with our subscribers to
prevent risk and protect assets.

Edward F. Byczynski, CEO
1.800.228.0989
1.800.340.1116

ntn@ntnonline.com
www.ntnonline.com
Author Profile: http//fwww.linkedin.
comy/pub/edward-byczynski/8/636/46

nark

Durable
GREEN &
Irresistible

y. [ fi

let us take care of it all...

Turn your VACANCY LIST into a WAITING LIST.

Over 60% of renters shop online.
Let your website work for you 24/7!

Individual Websites For Each Of Your
Properties At An Unbeatable Price!

www.OnMarkProperties.com

Seattle
206-418-1003

rom playgrounds to benches,

Spokane / Coeur d’Alene
208-773-6210

€)ELAYWORLD
SYSTEMS

The world needs play.”

Northwest Playground Fquipment, [ne.

Your Source for Park & Recreation Equipment

1.800.726.0031

ask about purchasing contracts

www.nwplayground.com
email: sales@nwplayground.com






